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Fault Liability for Processing Personal Data
In the Digital Environment (Comparative Study)

Dr. Bassem Mohamed Fadel Madbouly*

Abstract:

Personal data is a goldmine for advertisers over the Internet, so
advertising companies prepare databases that categorize
users’needs and purchasing desires, and it is often collected
without the user’s consent and processing and sending them to
other advertising sites.

There is no doubt that electronic minds can collect the largest
possible amount of personal information and data that a person
provides for one reason or another, and they can keep them
indefinitely so that they prevent the element of time from being
forgotten, and they also have the tremendous power that enables
them From mixing information, organizing and arranging it so that
in the end it gives an integrated picture of the person that is almost
closer to the truth, and this facilitates penetration of the personal
pages of the user as well as his e-mail. This constitutes a new
source of danger to private life.

Which is used in advertising, as knowing the user’s behavior
across the network ultimately determines what he likes? What
does he hate? And what exactly does he want? Thus, it is easier
for advertising sites to target ads that suit him specifically. And
access to the page it manages, all of which is a threat to the
privacy of users online.

Keywords: Personal Data — Digital — Processing - Privacy - Fault
Liability.

* PhD in Civil Law.
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) personal data’ means any information relating to an identified or
identifiable natural person (data subiject); an identifiable natural person is one
who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person .

Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation shall be prohibited.
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(9 CNIL, Délibération 96-009 du 27 février 1996, Délibération portent
adoption du rapport intitulé "Les informations personnelles issues de la voix
et de I’image et la protection de la vie privée et des libertés fondamentales",
disponible sur: www. legifrance. gou v. fr.
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Cour de cassation, 1ere chambre civile, arrét du 4 février 2015, Available

on the link: https://www.legalis.net/jurisprudences/cour-de-cassation-1ere-
chambre-civilearret-du-4-fevrier-2015/
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@ En ce sens, Cass. 2e civ, 20 aot: 1976: Bull. civ., II, n® 279, pour la
publication d'informations sur I'achat et la location d'un immeuble et 1'achat
de son étude par un huissier. - TGI Marseille, 29 sept. 1982, Pucciarelli ¢/
Rignetti: D. 1984, jurispr. p.64, note approbative R. Lindon ; JCP G 1983,
IV, p.339.
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@9 TGI Marseille, 29 sept. 1982, D. 1984, jurispr. p. 64, note approbative R.
Lindon; JCP G 1983,1V, p. 339.

@9 TGI Paris, tre ch., 11 juill., 1984, D. 1985, inf, rap, p. 166, obs.

@D Cass, Ire civ., 29 mai 1984 : Juris-Data n° 1984-701614; Bull, R. Lindon
civ,1,n° 176, p. 149; D. 1985, somm. p. 17, obs. Lindon.

.e\' eV A AA u}.\wh k;di s(a\ 14 ~/\ ~/Y C_J)Lu J)S.q ¥4 daell 37\“‘)3‘ 'BJ.\_.).AJLJ ).u.\ ()
@% Julien le CLAINCHE, Le traitement des données a caractére personnel

dans le cadre d’un site web, étude disponible sur www.droit-ntic.com , la date
de mise en ligne est: 1/9/2003, p.5.
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GD Sophie PENAPORTA, Les Données personnelles et leur traitement, Art.
disponible sur, la date de mise en ligne est: 2 mars 2005.
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G Art 8-1: IL est interdit de collecter ou de traiter des données 2 caractere
personnel qui Font apparaitre, directement ou indirectement, les origines
raciales ou ethniques, les opinions politiques,philosophiques ou religieuses
ou I’appartenance syndicale des personnes, ou qui sont relatives a la santé ou
a la vie sexuelle de celles-ci.

G Processing of personal data revealing racial or ethnic origin. political
opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation shall be prohibited.
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€5 Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation shall be prohibited.

(% CNIL, Délibération nQ 91-33 du 7 Mai 1991 portant avis relative 2 la
création d’un traitement automatisé d’informations nominatives concernant
une application de gestion des dossier des ressortissants étrangers en france,
disponible sur:

https://www legifrance.gouv fr/cnil/id/CNILTEXT000017652649/
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G711 est interdit de "collecter ou de traiter des données A caractére personnel

qui font apparaitre, directement ou indirectement, les origines raciales ou
ethniques, les opinions politiques, philosophiques ou religieuses ou
I'appartenance syndicale des personnes, ou qui sont relatives a la santé ou a la
vie sexuelle de celles-ci".

©% Sophie PENA PORTA, Les Données personnelles, leur collecte et leur
traitement, Art. préci.
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3 . . . . .
39 nprocessin” means any operation or set of operations which is performed

on personal data or on sets of personal data, whether or not by automated
means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

@O Article 226-18 du Code pénal: "Le fait de collecter des données
caractere personnel par un moyen frauduleux, déloyal ou illicite est puni de 5
ans d'emprisonnement et de 300 000 Euros d'amende".

22022 (o oot — sculat) soaadt 20 93LaT g Acgall Oolul yud | Ao




I ()

(\U L,s\

aaddd) clilyd) Aalea cls ) — Ll
relilad) asand —J ) £haY)

Al Sl Lae (Alsall Cilisse Jaha Lgale joda ) s gl anil) o
Y ulall alasinl Gyl e A 5 Glles ) 48l daleall i e
lgall o slandl o dis gl Sl

Jainy Alsean UK Aig i€ ldled e bl pueat &y sl 4e oLy,
o3 pas Al GHEI L o3 eY) eyl dlaie s Jaly
flgina pad et ol lgiles atan Ja il

Jaxti Sliie 35y sd bl 038 Gagady yoasll 13 3 GBI L Ly
Gilasnssall HEY it Jal (e Guadall Glld) e 58 S gpead (]
s Glase Giadl Joeasl) dal e il o3 ansind e S @lS)ally

) ekl agupa)l G a3 (bl pen o el gl piey aly
PRY o deSa dea &Y sl e (£Y) saldl & i 8 (Yoo A[T9)
m@ygﬂ\u@\mwmwuh@@*o\dﬁmuuh
Slaca) ahel L dllyg ¢ il 1] dagpall d8pall day 0y e o L
S lgalles o bl pen s Wy cllld Jigut ) Lele Adlad)l f salgd
il die deganal) Gadill dagpal) A8l G AT gt (Y lealadiul
lie Zlady) 5 dpassll bl e Jand) o5S A8L 580 (e o Uil
) eV b e pie giallas 5 Wy s
Slen e gy b e sl dapa IS ) gia papad dyygpea calS 13
Ge Dbl IS G sl G Cage e bapean o Augllae culS 130

JiaSadl)
ooy o) A A Juaat ) il A pei i) calS 13-
dic degandll Gaddll dygm daliae dgleal Ay dallad)l culS 13-a
Sl

e Jold ase muls /55iSI (83150 Feaulys) el M Bied) 2 Arabndil Sl Endlas (e A yraid| 2 g




<

(£7) salall & (Yoo A/19) Sleall Gy sSIY) CDLlaall Gil8 (ai WS
G patdll (e calb e el gl cled e Joocad cail e
iy duaddll cllall J) daall e clld o8 aasa bl 4ie Cran
A il dalaiall dpaddl) Ul adlse apen ) Joall Gall 138 Jadyg
A pSl) ARyl Sllb (e ALK eAulial) 8 Jilug aaiag adde s cdie Cmea

il Clegleall il Al Blugll (e al) aadius cugiy) 4y o
S Jan Al (cookie) (16 = 3858) By aymy Lo layedl o ¢S jadiall
e spadinall add Sl Jad o Sy algall Algan djaer aadiusl) alks
CUSE e (S8 Jhw) s (oan e Gapad el il Al S L)
B iy e 1S Jia il giay ¥ @y oY) dleal) bl ) b 4yl
il Ay Clie 430U Lk (3 as lgie RSl il ey Y
o Jial Ciaadiuly (A 8 s Jlaly i cpeila RISy (alaidl)
Aalad) VA e cliaad dapn ) ALY Aaadlay (B eedl) iy ol Al
Jid Jie 48538 TalY) dgpmn Leuliss 50y cleue g piia (520 Jon Jslaall B L
calaal paaal 38K Bl e 4dle ciliasd Lo cuadin) Doubleclick <Lis
pe diren Lo c)li Adfinity uddf S8, dadll e Dley) ki dga
o AllKie clily cugs Jdadll o g AT jalas (e lede clias cilagles
S [ PSRVORFC N RERT IO

Giaal Lol V) (ol e aegll eSS Jiluy of G BLEY) e
Gl Leliaty agic Clogbeal) pany Cpeaiioall i o lidls diadlal dage Al
oo bamy Clasleall o328 (S5 o1y chadll e dgysudl) ciluhall cillady (dle!
A i oy g laalal de ¥ NI leg degyie e palel 8 Do)
by gl Al eda Cilhla

iy s (milly TGN ol Cilinays) o iyt Lo oed HBAY) Al Ll
e Aakiily Copey Lo Gyl e Aualally Ayl loslead) (o 58 ST pead o
awll Gglic aaead o) Apui gl (adil) deSan oo Gl ((lgaad) Cilasleall

22022 (o oot — sculat) soaadt 20 93LaT g Acgall Oolul yud | Ao




I )

Gy Auad ) Gl £y pie e buead ay agale ()50 (aldsSU 3y <1y

L5 ) i) Ale
oe Jssall (asidll dpas sl bl dalle ge Yopa any elly ey

V) bl e

el Adled Jilu) Jl) Caagy eBlaal 5SS ) Goglie aaend 2yae =)
LN iy sae 8 sl 5 sliall o3 Jaia 5 ol g1y s

Gl 8 e Gpdil] agell (e daall Al e Glily sac @ L) Y
shal Ciag @lldy ¢ il bl Jlae b adal) Gnlly daigall cilgal
LBl 038 (g Basiivs  gale Cua

L Ngilagal g SSIY) apll (ppliad il Bac 8 6 L 4S54 AL - ¥

Laads) Gl mer mealy ashy cugiy) A e gdge sl
(59 iy e e Liily cagariivud]

(AN sl apydl Gsiall ¢ Blllg an¥) sdpad Bl iyl ey s -0
e ) A e pige e Galai) e Calgel) Hl8)]

SUail) 138 ¢ Jaadl e Jals Calage IS Galall i gnual) dyal ol oLt —1
Sl Yy Calasall layly A dig FSIY) adlgall Capaty Janll Gatyl prany

@D Cass. Crim, 14 mars 2006, Bull .Crim, 2006, N° 69, p.267.

“2) Cass.crim, 14 Mars 2006, disponible sur: www.legifrance.gouv fr.

TGI Paris, 17 éme ch, 7 décembre 2004, disponible sur: www .droit-tic.com
TGI Paris, 17 éme ch, 6 juin 2003, disponible sur: www .foruminternet.org.
“3) Cass.crim, 28 Septembre 2004, disponible sur: www.legifrance.gouv fr.
@) TGI Paris, 3 éme Ch, 2 eéme section, 25 Avril 2003, disponible sur:
www.legifrance.gouv fr.

@) CA Paris, 30 Octobre 2002, disponible sur www legifrance.gouv fr.

- TGI Villefranch sur saéne, 18 Février 2003, disponible sur
www.foruminterne- t.org.

@9 TGI Paris, 17 eéme ch, 16 Oct 2006, disponible  sur:
www.foruminternet.org.

- CA Lyon, 7 eéme ch, 25 Février 2004, disponible sur:
www.legifrance.gouv fr.
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@D CA DOUAI, Ch soc, 17 décembre 2004, disponible sur:
www foruminternet.org.

@) TGI Paris, 1 ere ch, section social, 4 Avril 2006, disponible sur:
www foruminternet.

@) TGI Paris, lére Ch, Ch Social, 19 Avril 2005, disponible sur:
www foruminternet.

©9 Thierry LEONARD, E-Marketing et protection des données a caractére
personnel, Etude disponible sur, la date de mise en ligne est:23/5/2000, p.3
etS.
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©D Sulliman OMARJEE, Le data mining: Aspects juridiques de I’intelligence
artificielle au regard de la protection des données personnelles, mémoire,
faculté de droit, université montpellier I, Année universitaire 2001/2002, et
disponible sur: www/droitntic.Com, p.13.
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©2 Cédric CREPIN, Le correspondant informatique et libertés: un nouvel
outil de régulation pour la protection des données a caractére personnel,
mémoire de master professionnel mention droit de cyberspace, faculté des
sciences juridiques, politiques et socials, Université de Lille 2, Année
universitaire 2004/2005, et disponible sur: www.droit-tic.com, p.17.

YA 0a c@la aape taalgl) e el 2o )
G The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the
controller shall have the obligation to erase personal data without undue
delay where one of the following grounds applies:
1. the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;
2. the data subject withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Article 9(2), and where
there is no other legal ground for the processing;
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3. the data subject objects to the processing pursuant to Article 21(1) and
there are no overriding legitimate grounds for the processing, or the data
subject objects to the processing pursuant to Article 21(2);

4. the personal data have been unlawfully processed;

5. the personal data have to be erased for compliance with a legal obligation
in Union or Member State law to which the controller is subject;

6. the personal data have been collected in relation to the offer of
information society services referred to in Article 8(1).
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% Alexandre MENAIS and Sophie des COURITS , High standards apply to
ggrsonal data processing , Art on line at www .juriscom.net.

) Cristina COTANEU, the cyberconsumens protection, on line at:
www.droit-technologie.org, the date of being on line is: 25 juillet 2001, p.11.

cErAa (Bile aage taalgll de el Lo

22022 (o oot — sculat) soaadt 20 93LaT g Acgall Oolul yud | Ao




I ()

(\UL,&
el il
Rl ki (swiel| el

ey el S0 wh Ualds il dpad sl bl Aadlae of Jlad) danday
oabeY e ST aaly pmpad dual bl dalles (osS L-j iy
cleind bl dAallaay LSl e (paty 32e Gljshaaa a6 \J@J) T A
lale Lladly llull Alels 4556 dles b (Dshaaall 028 508 (e Caaglls
oot 5o L) iy
Shill g 1Y s absolute right e s Gl cililul) dlea 3 3l
A la 1361y CVLULY) Gl w4335 5 painall b 4iiidas DA o 4
Doty bl e Jabaill cjlas 8 )Y
s YL Lalald) clilal) —Yf
Sle IV 5 Al saldd) 5 calibl) Alead dalall dyy V1 ASDU Cuad
‘_;Il:l L
Glilal) dalles (85 3pilie Jalally dslatiall ilaglaall Gayes @lay Lad —)
AR e Gle VT Jihl e 6Ky Ladie A gils Jalall duas )
G V) Ansl dalleall oda ()sS5 Y clle VT e JE Jalall e S 1Y) Y
4 b il aal) Uy Jil) e ) Al ddile pie dlls
Adilsal) 038 e Jsasl)
pdgd ) s o ) Cingey et o elael) Joall ey
LN VY e ol oda Ji YT da sty a2 V)

UL dlead alall Lyys¥1 4D e (1) salall (Y

Processing shall be lawful only if and to the extent that at least one of the
following applies:
1-the data subject has given consent to the processing of his or her personal
data for one or more specific purposes.
Gsia Alaay sdie iy cApaddl) il dalleal gl sl 1gsy 4 gyee L2 @

.YYQUA ce“ Ve Y)Y 2 c:t:mlaaﬁ\ﬂ_g a:u_ym\ &Lﬂ.ubﬁn U\)L U‘}L
0 Where point (a) of Article 6(1) applies, in relation to the offer of
information society services directly to a child, the processing of the personal
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data of a child shall be lawful where the child is at least 16 years old. Where
the child is below the age of 16 years, such processing shall be lawful only if
and to the extent that consent is given or authorised by the holder of parental
responsibility over the child.

Member States may provide by law for a lower age for those purposes
provided that such lower age is not below 13 years.
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©D Social media and online video privacy, Seminar lesson plan and class
activities, A Consumer Action Publication,www .consumer-action.org, p.10.
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©2) Garance Mathias, Données personnelles: votre conformité, Janvier 2017,
http://www .avocats-mathias.com/wpcontent/uploads/2013/09/Mathias-
Avocats-Protection-des-donn%C3 % A9¢es-%C3 % A0-caract%C3 % AS8re-

personnel-Janvier-2017.pdf, p.4.

.VY'ua cé.\L.u s :)L;;J\ d;ﬂa.u py . ()
Christopher Escobedo Hart: Social Media Law: Significant
Developments, The business Lawyer, Vol 72, Winter 2016-2017, p 237.

(64)

22022 (o oot — sculat) soaadt 20 93LaT g Acgall Oolul yud | Ao




I ()

(\U L,s\

(Abeaal)) dald dagds cfd Ul daldlaa jlia —TIG

Sle (VA) &y bl Glead Laball Gy AaDU) (e daulill salall eyl
DY) S ) G el Ja) e cadSs ) Al clilyl) dallad 2
Aalleay Alaad) L 8 dypnall ) pndal) S Al i) Sl Apulid)
S exmhall (adill Ayl aaatll apad el bl f Aah bl
oadill sla st ah (addy Al bl dsally dalad) bl
S il Al ol Aial)

lpally dolashadl il e 2l salall Wyl jlaadl 132 ) ojlil WS
Vo alall (V¢ sldll a&al daealls ca) AVA daid (VA) o) sl
) Apadall Ul Aallee o pan Shad i) e Cual Cua QY 0V €
| PRREWRPL N W [N 7 S PYOR [ SV IRV ST DR S A
L ial slal) S Al Bl ) f dypme S Auls S Aguls A

a8l LehliY Bl el pad (pald J6 bl o3a e yiiays
o pasall (Kar el V) clgie S (S Y 3 coanh (add S duagady
Aacie Al gl oaia png dgalse (b ol o Jpeaal) Blily s 3y

O leiSars (Ll Adially cdpndill Lagys donual) 4idloy Tl V) 5308 A
S Alilal) il gl Alivn o o Siilary pbla Sy liza Law 055
s o el QL (ajs LS g pdall ajm aghy (i (e Ldelial)
Nglesy dials ol Cligae Ay sild lSa]

69 Voir, article 8 Loi n° 78-17 du 6 janvier 1978 relative a I’informatique,
aux fichiers et aux libertés, Modifié par la Loi n° 2016-1321du 7
octobre.2016: "L. - II est interdit de collecter ou de traiter es données a

caractere personnel qui font apparaitre, directement ou indirectement, les

origines raciales ou ethniques, les opinions politiques, philosophiques ou
religieuses ou l'appartenance syndicale des personnes, ou qui sont relatives a
la santé ou a la vie sexuelle de celles-ci".
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©6) e reglement européen relatif a la protection des personnes physiques a
I'égard du traitement des données a caractere personnel et a la libre
circulation de ces données Article 4 - Définitions.«données génétiques», les
données a caractere personnel relatives aux caractéristiques génétiques
héréditaires ou acquises d'une personne physique qui donnent des
informations uniques sur la physiologie ou 1'état de santé de cette personne
physique et qui résultent, notamment, d'une analyse d'un échantillon
blologlque de la personne phy51que en question.

) Le reglement européen relatif a la protectlon des personnes phy51ques a
I'égard du traitement des données a caractere personnel et a la libre
circulation de ces données - Article 4 - Définitions.«données biométriques»,
les données a caractere personnel résultant d'un traitement technique
spécifique, relatives aux caractéristiques phy51ques physiologiques ou
comportementales d'une personne phy51que qui permettent ou confirment
son identification unique, telles que des images faciales ou des données

dactyloscopiques.
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(68) voir, article 9 chapitre2 , Les traitements de données a caractere personnel

relatives aux infractions, condamnations et mesures de slireté ne peuvent étre
mis en oeuvre que par: 1° Les juridictions, les autorités publiques et les
personnes morales gérant un service public, agissant dans le cadre de leurs
attributions légales ; Les auxiliaires de justice, pour les stricts besoins de
I'exercice des missions qui leur sont confiées par la loi".

) Laurence Usunier: La compétence des juridictions francaises pour
connaitre du différend entre le réseau social Facebook et 1'un de ses membres,
RTD Civ, N° 02 du 20/06/2016, .310; Sophie André & Camille Lallemand:
Facebook contre le consommateur francais: I'hallali de la clause attributive,
Dalloz IP/IT 2016 p.214; Cour d'appel de Paris, pole 2, ch. 2¢ 12-02-2016¢ n°
15/08624, Cour de cassation, Chambre criminelle, 06-09-2016, n°® 15-86.412.
79 Jean-Pierre Gridel: Sophie Sontag-Koenig¢ Technologies de 1'information
et de la communication et défense pénale, RTD Civ, N° 04 du 19/12/2014,
p.991; Pierre-Yves Verkindt: Nouvelles technologies de l'information et de la
communication et nouvelles pratiques d'expertiseNote de bas de page, Droit
social, N° 01 du 10/01/2002, p.54.
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an Cass, civ, chambre civile 1, mercredi 7 octobre 2015 , N° de pourvoi: 14-
20370.
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2 Any transfer of personal data which are undergoing processing or are
intended for processing after transfer to a third country or to an international
organization shall take place only if, subiect to the other provisions of this
Regulation, the conditions laid down in this Chapter are complied with by the
controller and processor, including for onward transfers of personal data from
the third country or an international organization to another third country or
to another international organization. 2All provisions in this Chapter shall be
applied in order to ensure that the level of protection of natural persons
%gl)araqteed bv this Regulgtion is not‘undermined. o .

> voir: article 68 chapitre, 10 Loi n° 17- 78du 6 janvier 1978 relative a
I'informatique, aux fichiers et aux libertés, Modifié par Loi no... 801 du 1
aolt 2004: "Le responsable d'un traitement ne peut transférer des données a
caractere personnel vers un Etat n'appartenant pas a la Communauté
européenne que si cet-Etat assure un niveau de protection suffisant de la vie
privée et des libertés et droits fondamentaux des personnes a l'égard du
traitement dont ce's données font I'objet ou peuvent faire I'objet".
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1. Where processing is based on consent, the controller shall be able to
demonstrate that the data subject has consented to processing of his or her
personal data.
2. 'If the data subject’s consent is given in the context of a written
declaration which also concerns other matters, the request for consent shall
be presented in a manner which is clearly distinguishable from the other
matters, in an intelligible and easily accessible form, using clear and plain
language. 2Any part of such a declaration which constitutes an infringement
of th1s Regulation shall not be binding.
3. 'The data subject shall have the right to withdraw his or her consent at
any time. “The withdrawal of consent shall not affect the lawfulness of
processing based on consent before its withdrawal. *Prior to giving consent,
the data subject shall be informed thereof. *It shall be as easy to withdraw as
to give consent.
4. When assessing whether consent is freely given, utmost account shall be
taken of whether, inter alia, the performance of a contract, including the
provision of a service, is conditional on consent to the processing of personal
data that is not necessary for the performance of that contract.
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ensures that persons authorised to process the personal data have
committed themselves to confidentiality or are under an appropriate statutory
obligation of confidentiality .
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