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Civil Liability Caused by the (Zero-Click Attack)
(A Comparative Study)

Dr. Ahmed Mohamed Fathy El-Kholy*

Abstract:

The astonishing development that the world is witnessing in all
fields, especially in the field of technology, and the rapid spread
of modern means of communication, and the exploitation of the
Internet in transactions between individuals and companies, has in
turn led to the emergence of new crimes that were not previously
known. In the past, crimes were traditional and stereotypical, but
in this era, crimes have evolved according to the development of
their means, and criminals are exploiting the Internet as an arena
for enforcing their crimes and harming others and attacking them
using innovative means imposed by modern technology, which
led to the creation of serious damages that did not exist before as
disclosure Trade secrets, hacking of personal computers and
violating the privacy of individuals. Even worse, it caused
catastrophic damage, and these methods used are fraudulent and
difficult to detect and cause severe damage to their victims and are
known as the zero-click attack or the zero-attack, and this crime is
a few of the very modern crimes that differ from electronic crimes
in the way they are implemented and the severity of the damage
that may lead to huge material and moral losses. Is national
legislation really capable of confronting these modern crimes and
compensating those affected by them? Are the existing rules
applicable to the zero-click attack crime? This is what we will
clarify through our research, God willing.

Keywords: Zero-Click Attack - Civil Liability - Cybercrime -
Hacking - Violation of Privacy.

* Assistant Professor of Private Law, College of Business Administration,
Majmaah University, Kingdom of Saudi Arabia.
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