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The Legal Protection of Personal Data
In the Saudi and Omani Systems (A Comparative Study)

Dr. Maher Ibrahim Ebed Emam*1
Mashare Mohmmed Omar Alharbi*2

Dr. Hussain Said Saif Al-Ghafri*3
Abstract:
This paper is based on the idea of the legal protection of personal data in the
Saudi and Omani systems, a comparative study. This is an idea whose
importance comes because it discusses a very sensitive topic, on which
depends the protection of people’s privacy, secrets, and personal data from
penetration and infringement, through mechanisms enacted by states and
provided with what is It is necessary to fulfill this role. Omani and Saudi
legislators have adopted laws in order to provide effective protection for
personal data, namely the Omani Personal Data Protection Law of 2022 AD
and the Saudi Personal Data Protection Law issued in 1443 AH. The
scientific paper discusses the right to privacy, its legal and constitutional
concept, and its relationship to the protection of personal data. In addition,
the paper discusses the concept of personal data, its constitutional and
criminal protection, protection mechanisms, and the bodies entrusted with
carrying out this role, forming and organizing them. This scientific paper
aims to shed light on the concept of protecting personal data. By defining
the nature of this data, its types, the rights and obligations of the personal
data owner, the parties related to this data, and the parties responsible for
protection. The paper also aims to discuss the constitutional and criminal
protection of personal data through the texts contained in the constitutions
and laws related to the protection of personal data.
The scope of this paper is to study the protection of personal data in the
Omani and Saudi systems while comparing these two systems with other
systems whenever necessary. In this scientific paper, we will follow the
descriptive, analytical, and comparative approach. The scientific paper
reached a number of results and recommendations, including the Ministry
of... The Communications Authority is the most important mechanism for
implementing the Personal Data Protection Law. It recommends the
necessity of creating a provision for personal data protection in the
Constitution to demonstrate its importance in the highest legal base in the
country, and then leaving the details regarding it to be regulated by ordinary
legislation.
Keywords: Protection - Data - Personal - Processor - Controller - Privacy.
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O)paragraph 1of Article4 of the European personal Data Protection

Regulation ‘personal data’ means any information relating to an identified
or identifiable natural person (‘data subject’); an identifiable natural person
is one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that
natural person.
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The facial recognition company Clearview Alis telling
investors it is on track to have 100 billion facial photos in its
database within a year, enough to ensure “almost everyone in the
world will be identifiable,” according to a financial presentation
from December obtained by The Washington Post.
Those images - equivalent to 14 photos for each of the 7 billion
people on Earth - would help power a surveillance system that
has been used for arrests and criminal investigations by
thousands of law enforcement and government agencies around
the world.
And the company wants to expand beyond scanning faces for the
police, saying in the presentation that it could monitor “gig
economy” workers and is researching a number of new
technologies that could identify someone based on how they
walk, detect their location from a photo or scan their fingerprints
from afar.
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The U.K.’s data protection watchdog has confirmed a penalty
for the controversial facial recognition company, Clearview Al -
announcing a fine of just over £7.5 million today for a string of
breaches of local privacy laws. The watchdog has also issued an

enforcement notice, ordering Clearview to stop obtaining and
using the personal data of U.K. residents that is publicly available

F LAY W adse )
https://altaj.news/public/technology/221474Y « YY /4/\ ¥
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https://www.emaratalyoum.com/politics/weekly-supplements/world-
press/2022-03-29-
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on the internet; and telling it to delete the information of U.K.
residents from its systems.

The U.S. company has amassed a database of 20 billion + facial
images by scraping data off the public internet, such as from
social media services, to create an online database that it uses to
power an Al-based identity-matching service which it sells to
entities such as law enforcement. The problem is Clearview has
never asked individuals whether it can use their selfies for that.
And in many countries, it has been found in breach of privacy
laws. In a statement accompanying today’s enforcement, the
U.K.’s information commissioner, John Edwards, said: Clearview
Al Inc has collected multiple images of people all over the world,
including in the U.K., from a variety of websites and social media
platforms, creating a database with more than 20 billion images.
The company not only enables identification of those people, but
effectively monitors their behaviour and offers it as a commercial
service. That is unacceptable. That is why we have acted to
protect people in the U.K. by both fining the company and issuing
an enforcement notice.

People expect that their personal information will be respected,
regardless of where in the world their data is being used. That is
why global companies need international enforcement. Working
with colleagues around the world helped us take this action and
protect people from such intrusive activity. This international
cooperation is essential to protect people’s privacy rights in 2022.
That means working with regulators in other countries, as we did
in this case with our Australian colleagues. And it means working
with regulators in Europe, which is why I am meeting them in
Brussels this week so we can collaborate to tackle global privacy
harms®”.
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GDparagraph 7 of Article 4 of the European Personal Data Protection
System ‘controller’ means the natural or legal person, public authority,
agency or other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data; where the purposes
and means of such processing are determined by Union or Member State
law, the controller or the specific criteria for its nomination may be
provided for by Union or Member State law.

G2 Paragraph 8 of Article 4 of the European Personal Data Protection
System ‘processor’ means a natural or legal person, public authority,
agency or other body which processes personal data on behalf of the

controller.
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G The second paragraph of Article 4 of the European Personal Data
Protection System profiling’ means any form of automated processing of
personal data consisting of the use of personal data to evaluate certain
personal aspects relating to a natural person, in particular to analyze or
predict aspects concerning that natural person’s performance at work,
economic situation, health, personal preferences, interests, reliability,
behaviour, location or movements.
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More than one million UK children under 13 are estimated by the ICO
to be on TikTok in 2020, contrary to its terms of service.
Personal data belonging to children under 13 was used without
parental consent.
TikTok “did not do enough” to check who was using their platform
and take sufficient action to remove the underage children that were.
The Information Commissioner’s Office (ICO) has issued a
£12,700,000 fine to TikTok Information Technologies UK Limited
and TikTok Inc (TikTok) for a number of breaches of data protection
law, including failing to use children’s personal data lawfully.
The ICO estimates that TikTok allowed up to 1.4 million UK children
under 13 to use its platform in 2020, despite its own rules not
allowing children that age to create an account.
UK data protection law says that organizations that use personal data
when offering information society services to children under 13 must
have consent from their parents or carers.
TikTok failed to do that, even though it ought to have been aware that
those under 13s were using its platform. TikTok also failed to carry
out adequate checks to identify and remove underage children from its
platform. The ICO investigation found that a concern was raised
internally with some senior employees about children under 13 using
the platform and not being removed. In the ICO’s view, TikTok did

not respond.
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https://slate.com/technology/2014/05/in-lebanon-apps-let-you-
get-someone-else-s-personal-info-with-ease.html.
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