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Legal Protection for Cybersecurity

Dr. Wael Mahmoud Fakhry Gharib *
Abstract:
This research discusses the legal protection of cyber security, whether it is
international under international conventions and treaties, or it is national
through internal and national legislation such as Egyptian and Omani
legislation, and puts in place the necessary measures to reduce risks and face
challenges, as we find cyber-attacks with negative aspects, whether in
peacetime or during armed conflicts. As a result, it changes the definition of
known methods and means of fighting during conventional wars, the extent
of legality or illegality of such wars, and the international responsibility
arising from those attacks in the light of contemporary international law.
The research also explains the role of national and regional centers for
cybersecurity, and the efforts represented, for example, but not limited to
national strategies (proactive strategies in confronting cyber-attacks such as
cyber deterrence) in the field of manufacturing and protecting cybersecurity,
as well as encouraging research, development, and innovation in the field of
cybersecurity in light of the revolution. Modern digital technology has
resulted in the existence of a virtual space based on a global structure of
information and communication technology. This research aims to shed light
on the definition of cybersecurity, and the role of excellence, innovation, and
artificial intelligence in its industry through the application of best practices
and experiences in the development and industry of cybersecurity, as well as
the means of protecting it, where the analytical approach was used to the
provisions of international treaties and agreements in some places, and in
other places the approach The comparison between the Arab Republic of
Egypt and the Gulf Cooperation Council countries in general (and specially
in the Sultanate of Oman).
The research concluded with a conclusion that clarified the most important
results and recommendations that are useful in solving the research problem,
and strengthening the role of the international community in general and the
state internally in particular in protecting and creating cybersecurity in light
of the fact that most countries lack the existence of legislation related to
cyberspace, and if there are laws, there are legal loopholes in the same In this
regard, work must be done to fill this void and fill the gaps.

Keywords: Cyber-attacks - Cyberspace - International Responsibility -
International Law - Artificial Intelligence.

* Assistant Professor in International Public Law, Faculty of Law, AOU
University, Oman.
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- The European Union Agency for Network and Information Security
(ENISA): Definition of Cybersecurity - Gaps and overlaps in
standardisation, V1.0, DECEMBER, 2015.

- Department of Defense. Instruction No.8500.01. Cybersecurity. 2014.
United States of America.

- Paulo Shakarian and others, Introduction to Cyber-warfare A
Multidisciplinary Approach, (USA: Syngress, Elsevier, 2013, p. 2).
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- Richard A. Clarke and Robert Knake, Cyber War: The Next Threat to
National Security and What to Do About It, (New York: Harper Collins,
2010), p. 6.
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