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International Law and the 4th Industrial Revolution
Research in Limited International Norms
And Ways to Confront Technological Challenges

Prof. Shukrani Al-Hussein bin Mohammed Mustafa*

Abstract:

This study examines the relationship between international law and the 4th
Industrial Revolution, exploring the effectiveness of limited international
norms and strategies to tackle technological challenges. The research delves
into the process of formulating international legal norms, identifying their
limitations, and assessing the promising opportunities presented by the 4th
industrial revolution. To better understand the effects of this revolution on
international law, this work seeks to analyze three critical issues in
international law. The study also puts much focus on elucidating the
revolution's impact on legal provisions and requirements. More specifically,
it focuses on the challenges posed by intellectual property law, the
complexities of warfare involving "Smart" weapons, and the imperative of
achieving a measured ecological transition. To go deeper into these
applications, the study investigates emerging technological challenges,
explores mechanisms to control actor behavior, and examines how
international norms can respond to current developments. An essential
finding is the necessity of ensuring that the industrial and technical revolution
remains aligned with its objectives, emphasizing the development of
efficiency, utilization, and information storage for the greater public benefit.
In addition to this, the study highlights the rigidity of existing norms and
provisions of international law in the face of dynamic confrontations and
rapid technological advancements. It becomes evident that crafting legal
provisions that accommodate the majority of countries and governments in
the context of technological power wielded by dominant actors in the
international system has become a challenging endeavor.

In conclusion, the study underscores the complexities of aligning
international law with the 4th Industrial Revolution's transformative
potential. It emphasizes the need for adaptive and inclusive legal frameworks
that can effectively address the diverse challenges arising from rapid
technological advancements and global shifts in the industrial landscape.

Keywords: International Law - The 4th Industrial Revolution - International
Rules/Norms - Technological Challenges - Great Powers.

* Professor of International Law at Cadi Ayyad University, College of Legal,
Economic and Social Sciences, Director of the Arab Book of International Law.
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(5 Group of Governmental Experts on Emerging Technologies in the Area of
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session), Convention on Prohibitions or Restrictions on the Use of Certain
Conventional Weapons Which May Be Deemed to Be Excessively Injurious
or to Have Indiscriminate Effects, 25 September 2019, Report of the 2019
session of the Group of Governmental Experts on Emerging Technologies in
the Area of Lethal Autonomous Weapons Systems.
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(I8) Serge Latouche. Le pari de la décroissance. Penser et consommer
autrement. Pour une révolution culturelle (Ed Pluriel:2022).
(19 Angela Wilkinson, A. Using strategic foresight methods to anticipate and
prepare for the jobs-scarce economy, op, cit, p .11.
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4 United Nations Framework Convention on Climate Change 1992,
(https://unfccc.int/resource/docs/convkp/conveng.pdf), accessed July 19,
2023.

25 Paris Agreement:
(https://unfccc.int/files/meetings/paris_nov_2015/application/pdf/paris_agree
ment_english .pdf?gclid=CijwKCAjwtuOlBhBREiwA7agflmdar g0ARfWV
roBg-iefxCW1QsdZJevBWkYwsU40f YZ3RJ4bdJ8BoCGK4QAvD BwE),
accessed July 19, 2023.
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D Amin Maalouf. Les identités meurtriéres (Editions Grasset et Fasquelle,
1988), p.40.
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32) Michael Daniel. Closing the Gap: Expanding Cyber Deterrence, 2021
(https://hcss.nl/wp-content/uploads/2021/07/Closing-the-Gap-Expanding-
Cyber-Deterrence.pdf), accessed July 20, 2023.

(33) Kriangsak Kittichaisaree. Public International Law of Cyberspace, Ed
Springer, Russia, 2017, p 22.
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@0 Jean- Frederik Kremer & benedikt Muller Editors. Cyberspace and
International Relations. Theory, Prospects and Challenges (Springer: 2014),
p. viii (Foreword).

@D Ibid, p. XII (preface).

42 Christophe Carugati. How Best to Ensure International Digital
Competition Cooper, Bruegel (2023), p 3.

43 The Global Commission on the Stability of Cyberspace (GCSC),
(https://hcss.nl/global-commission-on-the-stability-of-cyberspace-
homepage/), accessed July 19, 2023.

44 Advancing Cyberstability, Final Report, November 2019
(https://hcss.nl/wp-content/uploads/2019/11/GCSC-Final-Report-November-
2019.pdf), accessed July 19, 2023.

45 Cybersecurity: Paris Call of 12 November 2018 for Trust and Security in
Cyberspace, (https://www.diplomatie.gouv.fr/en/french-foreign-policy/digital-
diplomacy/france-and-cyber-security/article/cybersecurity-paris-call-of-12-
november-2018-for-trust-and-security-in), accessed July 20, 2023.
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