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Challenges of Applying International Humanitarian
Law to Cyber Conflicts
(An Analytical Study)

Dr. Etesam Al-Abd Saleh Al-Wheebe *

Abstract :

The study aims to clarify the role of international humanitarian law in
cyber conflicts, as it has become a threat to international peace and
security, as well as shedding light on the most important rules and
principles of this law that can be applied to cyber conflicts, especially
that the use of cyberspace in war led to the upside down of the laws of
armed conflict After that, the targets in any cyber conflict are likely to
be civilian rather than military, and will affect the civilian population
rather than the military. The study also addresses the legal nature of
cyber attacks in terms of whether they are considered an armed conflict
or not.

The study focuses on the need to include cyber attacks with what
applies to armed attacks and the need to use the right of legitimate
defense for countries that are exposed to these attacks based on the
provisions of the Charter of the United Nations and public international
law, although there is virtually no legal basis justifying the use of the
right of legitimate defense against this type of attacks. However, it can
be willed under the category of unarmed and indirect aggression.

Keywords: Cyber Conflicts - Cyber Warfare - Cyber Attacks -
International Humanitarian Law - International Responsibility.

*Assistant Professor of Public International Law, College of Business
Administration, Northern Border University, Kingdom of Saudi Arabia; Assistant
Professor of Public International Law, College of Law, Aden University, Republic
of Yemen.
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https://www.icrc.org/ar/doc/resources/documents/faq/130628-cyber-warfare-g-and-

a-eng.htm
@9 Schmitt, M. N. (2013). Tallinn Manual on the International Law Applicable to

Cyber Warfare, (1st Edition) Cambridge University press, first publishes, p.92.
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@1 Schmitt, Mi. N. (2014). The Law of Cyber Warfare: Quo Vadis? STANFORD
LAW & POLICY REVIEW, Vol 25. No (269), P. 295.

@2 Thomas Rid & Peter Mcburney. (2012). Cyber — Weapons, Routledge
publisher, The RUSI Journal, February, p. 6.

23) Gervais, Micheal. (2012). “Cyber Attacks and the law of warfare’’, Berkeley
Journal of international law, vol : 30Issue. 2 articles 6, p 46.
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os Caslia Ll Lo (JU ol e 13 Ahuadl ileagl) (D) 2y a3l g
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@4 Tsagourias, Nicholas. (2012). Cyber Attacks, Self Defense and the Problem of
Attribution, Journal of Conflict and Security Law, Oxford University Press, Vol.17,
No.2, pp.230-233.
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(25) See discussion of the subject of characterization of cyber warfare in Schmitt, M.
N. (2013). Classification of Cyber Conflict, 89 INT'L L. STUD. 233, Vol. 89.

29 Prosecutor v. Tadi¢, Case No. IT-94-1-1, Decision on the Defence Motion for
Interlocutory Appeal on Jurisdiction, 70 (Int’l Crim. Trib. for the Former
Yugoslavia Oct. 2, 1995).

@7) Prosecutor v. Tadi¢, Case No. IT-94-1-A, Appeals Chamber Judgment 131-40,
145 (Intl’l Crim. Trib. For the Former Yugoslavia July 15, 1999). See also
Application of theConvention on the Prevention and Punishment of the Crime of
Genocide (Bosn. &Herz. v.Serb. & Montenegro.), 2007 I1.C.J. 108, 404 (Feb. 26) ;
Prosecutor v. Lubanga, Case No.ICC-01/0401/06, Decision on Confirmation of
Charges, 211 (Jan. 29, 2007), http://www.iccepi.int/iccdocs/doc/doc266175.pdf.
On the internationalization of a noninternationalarmed conflict, see Tadi¢, Decision
on Defence Motion, supra note 77, 76.

sl JA ) iy iln o adty CDUA (gl oy S 4y ol asgil) (gl 1aa o g ()
15 (8 U5 Yy -comd) Aoy byl aal iy ol 5 i capmall indly rbuse gl 58 Gl

il e ol clelll WA e Al sad) e sl
- See J. Pictet. (1952). Commentary on the Geneva Con\;ention for the

Amelioration of the condition of the wounded and Sick in Armed Forces in the
field, ICRC, Geneva, p, 3.
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@9 Tallinn Manual, supra note 2, at 74.

69 See ICTY, The prosecutor V. DuskoTadic. See also, SassoliM. (2006),
Transnational Armed Groups and International Humanitarian Law”, program on
Humanitarian policy and conflict Research, Harvard University, Occasional paper
Series, Winter, number 6, p. 9.
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@D Prosecutor v RamushHaradinaj, IdrizBalajBrahimaj, (Trial judgment), 1T-04-
84-T, 3 April 2008, para 49.
62 See Schmitt, Classification of Cyber Conflict, op, cit, P. 246.
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39 Geisel, Laurent, et al, op, cit, p. 294.
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kingdom, p, 24.
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"International humanitarian law has evolved to meet contemporary circumstances,
and is not limited in its application to weaponry of an earlier time."l.C.J. Reports

1996, Legality of the reat or Use of Nuclear Weapons Advisory Opinion of 8July
1996, p.38, par.86.
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®3) ICJ Report 1996," Legality of the threat or use of nuclearWeapons", Para 78,
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®#9See The Tallinn Manual, Op. Cit.

22026 (o i - 26 sl Ao gilally digaall Olulyutl dlese




I ()

(\U L,s\
ol ¢ il
ol il | 539 il et

pal) o Ll asts 3] ¢ Syl Joall gilal) 3 dagad) goaliall (pe Tanall 130 sk
sall Lalasias) s 89 puall lié edsluty) e Yly uSuaall 89 pual) cililliia
2 il b)) chlae) Leiw daSuc Sne ol B aiail daliall &Sual
Sliossy GaeVls o) 3 el (Bl sliipall 4 Sue B Guinl 56t o3a plasa
e e Y (Al el rails adpas e Tasal) 138 daanYs edslis] 408 Culld
ccnall oy Cihel Ty degyde sulall oa (5S o o ccnall cille gaail
Y Sl US m @ LAY DU e DSl Bgpaall of AT e
O liall clelill 091 aa ialad YT dapda ¢ gaall e anil) Glacal lgie

S5 Aale Ay gl Jlae b daeal) ARIL g3l (g pall 56 mged e )l
o3 38 o G aY) L Al dials diay L) ool (gl e
Coall ol (A1 Jlin 325 o sl e s (sh s Y ML clajais 8y puall
Agadl CiaY) anlga Jgn Db () Sl il Sl n A5 Vg eb cleilely
558 o LS celld ) 43k Byg pm dagn Db cdine blel o oSl Agale o culs
Giledaly paill Gaiad 4y call Gluaite jglad axe Lo i Sasaiall §)5 yuall
oSall 138 OIS elga ccall il b USs callas Y Al culla¥ly ylall sanll 508
o Abdladl ol lsaall 3y Algall ald e} 8y cApaled sacl gl didje BaclE aiba
ele gosmfis Ol Dol lgiag dae Llpy Asin b Tasadl) 14 o ol g clgils
G ool N ((Aulaay) clilbiall peads o g el S yi) Jalls 1868
ot gidy 4l o cuar Al 41907 ald Al Coall dalal) glaY dsl)
) (Guaxil 1aa i capall Gy g il 131 Y) clajan of gaall CilShies

Ofenle Al (Sl ol Qs 8 LSl 85 pall Tase ((2015) caena aly) 5950 )
21907 alad Ll Coall slaY 48l e (32 /3) saladl )

28yl Olel3dl Gl GLudF Tl O $3LET Gdal Sl
(Bl 2l 53)

o ol llio wall aliatie] /3 St




I )

Ll Gilaall e Glaagll ity ol e Jg¥) Gl JsSsin) (ai WS
Aels daaline ageds Sl el o gle VL 3lat Lo Sl Calaal) juaniiy (i
Wy clgalatinls o Wl ol Ladsa o Lgimadas @y GIS elgus (oSl Jaad) 8
(s sld) Cag il 8 clgldant of Lole DY) o (el o Al lajnen gia
o Gl sgd o) 138 el (3 i Gasealll 038 P (g5 Miasl LS
Glangl) ) "Gunsd 0 b Al Cilangl) ) dueills Ll cdpadisl) Glasgll Jls
et dgen AL e A AN ASual) 8y el Tase G alal Toaas (o )
G Al Chag o oSa Lo waaal A YY) cleliall utigay (dsall 0l
Glasted) Laglgi€ aladnin dadiie julee gy ol anad axe ol (ML g0
cAapSeaal) 8yg puall Flay Lgaladind (4 eoalll dnlSal Jiay 138 dojSue a2y

e A gl e (gale asagr e Bl 05 o (S Sham asaa o a2y
oas MVahuadl Glelill B juals Tae s duSual) 8yl Tae o e @llS g
(oY) ASual) oLl (e lgale Gilgag dusgrde bba Ghy i Gigead) O astedl)
DU S ) Sl gl crbeadl) gl ol 8 A8l Cagylal) ey oS
B (A Bfise 05 L LSue Cilyg yia dgalss 8 Al LS (Gaa g Ay dile
Jeb (diage s Clilliiey JUall Cagpk S e Ll 88 dySue gy el
Sdie aang ol o8 2 e aai)

2 197750 I ALY JsSsiall o (/2 /52) salall )
leie 25l Aol A gsually Lgasgte cAuhud) ilangll ((2016) chans Gune aaal (gl )
Ol AS ¢y daals cdpnlaadly dugilall aslall Al aadl) Alae ¢ palaall Jsall piasll ogim b

.635 (= 8 a4 saall

Blys coreal Lovie (ASyaY) Baaiall Gl¥lly Lusgy o Aaliadl Cilagyeaill 8 oaaile 3ay ()
Aala¥) aladsad b el gt o) Jois Bagll Auda Loy Gmg) ehid ol Ul 405V ¢ B
Ciliia 2 Lihue deas Lagi of) lails (e el 38 Lgy Wl ¢ (s asngd Ciayad 13] dagsil
(Gl L) Aala st (@ls ASIS A gy e 13 (A Ay pKY) Jlan)
635 Lo bl paall cduluad) Cileagl) ¢ godlal)

22026 (o i - 26 sl Ao gilally digaall Olulyutl dlese




I ()

oy

538 ) Aapall g pall ol Jie dgas Ala @ld Cata clals) cula S,
Agal) Comi 28 lgalSAY LY e Tyyw lgie cileag (JUE ik
o lShieal s of e sl e a5l sl  JsY) lalal) o (17:51650)
Cilyg yall oy ol Lo ildlinY) o2l Lasnen Blgiil aay ady 3l e lgale oDina!
(“');\:,:UQ\

JLAS A Sual) CilaaY) daalgn ity duSual) 5yl fase o pgdd ¢35 Lo lelusip
cul€ 1Y) daad) Glel) dealga (e 89S e ¥ Al G V) ¢ ¥ dpalls 539300
At Akt s a3 pieg oo ASie e il 8 Byilan Fisly aged
lealasial ) eoalll AulSal inan cdasngl) duSuall (ahed Clashaall Linglyis
saiall l¥ell G dlilie Gilagjad 4 Uls sand Lo g2y cdoSual) B9l ol
Gl G Saal) ggpall Tua Glay Lady el dds Laly cbgys £S5aY)
e B o Jgemall BSue Gilaal sae o USan Jlal) e (s A e
G Of die a8 (Al Cangll @l sa ¢ bl asagll o)lial L (3] Cargllh clilas
Maaad) el cusa) e sl JB

el | & guid
B9dd 0l it () el e

leelss) A8S daluall el o) & dadadd) djasall toolall (ga fasdd) 138 2
o cism A slied) angd o leall g DAY ) ook sed ddsally Ddalal
Jul) Sy i€ 136 5 ey sl ol palady duwlly ST slgas o Sunll cillanll
lgalatinl Joms M L Sual) Lobaal) (e B9 pall Ao Susall Baall pe Canslin dariiicudl)
i) cilaid) ol cpinall 5€ fled G o sy 52 lsdiall asagl) @lld Jlias
L gale Gl d0ySual) aall S5 jslas

(0 See The Geneva Conventions 1949, Articles (50, 51, 17) of the first, second and

third conventions, respectively.
O Schmitt, Wired warfare op cit. P, 397.
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©3)_Beomchul, Shin, (2011), "The Cyber Warfare and the Right of Self —Defense:
Legal Perspectives and the Case of the United States, [IFANS, Vol.19, Nol, June,
p.118.

OY_HUGES, Rwx, (2010)."Atreaty for Cyberspace", International Affairs journal,
Vol.86.No.2, p. 538. and Beomchul, Shin, op, cit, p.118.
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(190)_ Roscini, M., (2014), Cyber Operations and the Use of Force in International
Law, Oxford University Press, p. 22.

(9D International Court of Justice. Reports, 1996. Legality of the threat or use of
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See Schmitt, M.N. (2012). Classification of Cyber Conflict. Journal of Conflict &
Security Law, 17(2), P. 245-260.
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See Shi, Beomchul. (2011). The Cyber and The Right of Self — Defense: Legal
Perspectives and the Case of the United States, IFANS, Vol, 19. 1, June, p.111.
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See Roscini, Marco. Worldwide Warfare, op, cit. p. 130.
(11 Schmitt, M. N. (2012). International Law in Cyberspace: The Koh Speech and.
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