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Criminal Action for Unlawful Processing of Personal Data
"A Comparative Study"

Dr. Mohamed El-Said Abdelshafie El-kozaa*

Abstract:

Illegal processing of personal data in the digital age represents one of the most
prominent challenges facing Omani law and comparative legal systems.
Because of the danger it poses to the right of individuals to enjoy privacy;
Therefore, the Omani legislator intervened in order to regulate and frame the
processing of individuals’ personal data in accordance with Royal Decree No.
6/2022 AD issued on February 9, 2022 AD. This law includes protection of
personal data against illegal processing, and stipulates that processing must be
carried out transparently, honestly, with respect for human dignity, and after
obtaining the consent of its owner.

This study addresses the problem of the scope of protection established for
personal data from the risks of unlawful processing in Omani, Egyptian and
French legislation, as the unlawful processing of data has led to the emergence
of new challenges at the level of protection, represented by creating an
appropriate guarantee of legal and technical protection for it, and developing
mechanisms capable of confronting the dangers. resulting from it, in a way that
allows ensuring the privacy of individuals’ data and exercising their rights
stipulated by law.

This study examined the types of crimes of illegal data processing and the
penalties prescribed for them, in order to demonstrate the extent to which the
penal legislative system in the Omani and comparative personal data protection
law was able to provide an effective penal response to crimes of illegal data
processing. To address this problem, the study relied on the comparative
descriptive analytical approach, with the aim of covering the various aspects
of the criminal confrontation of crimes of unlawful processing of personal data,
and explaining the aspects of protection provided by comparative legislative
texts for unlawful processing. Therefore, through this study, we address the
analysis of two aspects raised by the issue of illegal processing of personal
data: the first is an explanation of the concept of personal data, and the second
is an explanation of the criminalization of illegal processing of personal data
in comparative legislation, and the penalties prescribed for those crimes.

Keywords: Privacy - Personal Data - The Digital Age - Illegal Processing of
Data.

* PhD in Law from Tanta University, Arab Republic of Egypt.
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